3GPP TSG SA WG3 (Security) Meeting #94
S3-190123
28 January – 1 February 2019, Kochi (India)


Source:
Deutsche Telekom AG

Title:
New Test Case: Validating the common message format
Document for:
Approval

Agenda Item:
7.2.7
1
Decision/action requested

SA3 is kindly asked to appove the testcase below to be included in TS 33.517.
2
References

[1]
3GPP TS 29.501 
5G System; Principles and Guidelines for Services Definition; Stage 3
[2]
3GPP TS 33.517 5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class
3
Rationale

TS 29.501 [1] outlines a few general formatting rules that apply to all SBI. The testcase for TS 33.517 [2] described below validates that the SEPP under test discards incoming N32-f messages that violate said rules.
4
Detailed proposal

4.2.2.x 
Validation of common formatting rules on N32-f messages
Requirement Name: Validation of common formatting rules on N32-f messages
Requirement Reference: TBA 

Requirement Description: 
“-
For each message the number of leaf IEs shall not exceed 16K.

-
The maximum size of the JSON body of any HTTP request/response shall not exceed 124000 octets.

-
The maximum nesting depth of leaves shall not exceed 32.

[…]

-
For data structures where values are accessible using names (sometimes referred to as keys), e.g. a JSON object, the name shall be unique. The occurrence of the same name (or key) twice within such a structure shall be an error and the message shall be rejected.”

as specified in TS 29.501, clause 6.2
Threat References: TBA

Security Objective References: TBA

Test Case: 

Purpose:

Verify that the SEPP under test is enforcing the common formatting rules for SBI request and responses described in TS 29.501 [xx]. These maximum values apply to all incoming and outgoing N32-f messages in their original form, i.e. without ALS applied.
Pre-Conditions:

-
System documentation of the SEPP under test, which details how raw public keys/certificates of peer SEPPs and protection policies are to be configured and how internal log files can be accessed.

-
Test environment with a secondary SEPP instance for N32 communication with the SEPP under test, which allows for the creation of custom N32-f messages. This secondary SEPP may be simulated. 

-
Both SEPPs are preconfigured with the raw public key/certficate of their communication peer to be able to establish a N32-c TLS connection.
Execution Steps

1.1
Both SEPPs establish a common N32 connection.
1.2
The tester sends multiple N32-f messages from the secondary SEPP to the SEPP under test, each of which violates one of the above-mentioned formatting rules.
1.3 The tester validates how the SEPP under test handles the received N32-f messages.
2.1 Both SEPPs establish a common N32 connection.

2.2
The tester sends multiple HTTP/2 requests to the intra-PLMN interface of the SEPP under test, each of which violates one of the above-mentioned formatting rules and which are destined for the secondary SEPP.
2.3 The tester validates how the SEPP under test handles the received HTTP/2 requests.
Expected Results:

-
The SEPP under test identifies the format violations in the received N32-f messages and thus, discards them (step 1.3).
-
The SEPP under test identifies the format violations in the HTTP/2 requests to be forwarded via N32-f and thus, discards them (step 2.3).
